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Abstract: 

Internet of Things (IoT) is affecting our daily lives significantly. They are used in the homes, hospitals; installed outside to control 
and report the changes in the environment. IoT is a worldwide system of physical and, virtual “things” associated with the web. 
The Internet of Things everywhere will encourage billions of devices, individuals and administrations to interconnect to trade data 
and helpful information. Each object has special ID which is used for recognizable proof. In future, practically every electronic 
device will be a smart device which can register and speak with handheld and other framework equipment. As most of the IoT 
devices are battery operated and requires less power consumption, the safety and protection is a real issue in IoT. Identification, 
Authentication and device diversity are the real security and protection concern in IoT. This paper discusses critical issues related 
to safety and privacy of IoT. 
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 1.   INTRODUCTION 

       
 The term, internet of things (IoT) that refers to uniquely 
identifiable objects, things, and their virtual representations in 
an internet-like structure, was first proposed in 1998 [1]. In 
recent years, the concept of IoT has become particularly 
popular through some representative applications (e. g., smart 
electric meter reading, greenhouse monitoring, telemedicine 
monitoring, and intelligent transportation).  
       
Usually, IoT has four major components including sensing, 
heterogeneous access, information processing, applications and 
services, and additional components such as security and 
privacy. Nowadays, the IoT as a buzzword is widely known, 
subsequent industry applications related to the IoT will arise, 
for example cyber-transportation systems (CTS), cyber-
physical systems (CPS), and machine-to-machine (M2M) 
communications [2].   
 
As to the security, the IoT will be faced with more severe 
challenges. There are the following reasons: 1) the IoT extends 
the ‘internet’ through the traditional internet, mobile network 
and sensor network and so on, 2) every ‘thing’ will be 
connected to this ‘internet’, and 3) these ‘things’ will 
communicate with each other. Therefore, the new security and 
privacy problems will arise. We should pay more attention to 
the research issues for confidentiality, authenticity, and 
integrity of data in the IOT 
 

 2. PAY ATTENTION TO SECURITY IN IOT 
 

The security of information and network should be equipped 
with these properties such as identification, confidentiality, 
integrality and undeniability. Different from internet, the IoT 
will be applied to the crucial areas of national economy, e.g., 
medical service and health care, and intelligent transportation, 
thus security needs in the IoT will be higher in availability and 
dependability. 
 

A . Secure Archetecture 

In general, the IoT can be divided into four key levels [4]. Fig. 
1 shows that the level architecture of the IoT. 

 
The most basic level is the perceptual   layer  (also known as 
Recognition layer), which collects all kinds of information 
Through physical equipment and identifies the physical world, 
the information includes object properties, environmental 
condition etc; and physical equipment include RFID reader, all 
kinds of sensors, GPS and other equipment. The key 
component in this layer is sensors for capturing and 
representing the physical world in the digital world. The 
second level is network layer. Network layer is responsible for 
the reliable transmission of information from perceptual layer, 
initial processing of information, Classification and 
polymerization. In this layer the information transmission is 
relied on several basic networks, which are the internet, mobile 
communication network, satellite nets, wireless network, 
network infrastructure and communication protocols are also 
essential to the information exchange between devices the third 
level is support layer. Support layer will set up a reliable 
support platform for the application layer, on this support 
platform all kind of intelligent computing powers will be 
organized through network grid and cloud computing. It plays 
the role of combining application layer upward and network 
layer downward. The application layer is the topmost and 
terminal level. Application layer provides the personalized 
services according to the needs of the users. Users can access 
to the internet of thing through the application layer interface 
using of television, personal computer or mobile equipment 
and so on. Network security and management play an 
important role in above each level. Then we will analysis the 
security features. 
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 3. ATTACKS IN IOT 

 
In IOT the wireless sensor networks are susceptible to wide 
range of security attacks due to the multi-hop nature of the 
transmission medium. Also, wireless sensor networks have an 
additional vulnerability because nodes are generally deployed 
in a hostile or unprotected environment. Although there is no 
standard layered architecture of the communication protocol 
for wireless sensor network, hence there is need to summarize 
the possible attacks and security solution in different layers 
with respect to ISO-OSI model as follows[3]. 
 
Table.1.Layering based attacks and possible Security 

approaches 

 
 

In IOT sensor network are organized in layered form. This 
layered architecture makes these networks vulnerable and lead 
to damage against various kinds of attacks.  
 
For each layer, various attacks and their defensive mechanisms 
are defined. Thus, WSNs are vulnerable to different network 
layer attacks, such as black hole, gray hole, wormhole [11], 
sinkhole, selective forwarding, hello flood, acknowledgement 
spoofing, false routing, packet replication and other attacks to 
network layer protocol [3].  
 
Now, the following table shows network layer attacks in iot, its 
classification and comparison based on their strategies and 
effects. At this stage, the ambient intelligence and autonomous 
control are not part of the original concept of IoT.  
 
With the development of advanced network techniques, 
distributed multi-agent control and cloud computing, there is a 
shift integrating the concepts of IoT and autonomous control in 
M2M research to produce an evolution of M2M in the form of 
CPS.  
 
CPS mainly focuses on intelligent zing interaction, interactive 
applications, distributed real-time control, cross layer 
optimization, cross-domain optimization, etc.  
 
Therefore, some new technologies and methodologies should 
be developed to meet the higher requirements in terms of 
reliability, security and privacy [3]. 

Table .2.  Classification of network layer attacks in IOT 

 
 

4. SECURITY  REQUIREMENT 
 
According to the above analysis, we can summarize the 
security requirements for each level in the following, as shown 
in fig.2 
 
a) Perceptual Layer: At first node authentication is necessary 
to prevent illegal node access; secondly to protect the 
confidentiality of information transmission between the nodes, 
data encryption is absolute necessity; and before the data 
encryption key agreement is an important process in advance; 
the stronger are the safety measures, the more is consumption 
of resources, to solve this problem, lightweight encryption 
technology becomes important, which includes Lightweight 
cryptographic algorithm and lightweight cryptographic 
protocol.  
 
At the same time the integrity and authenticity of sensor data is 
becoming research focus, we will discuss this question more 
in-depth in the next section. 
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 Figure.2. Security requirements in each level 

 

b) Network Layer In this layer existing communication 
security mechanisms are difficult to be applied. Identity 
authentication is a kind of mechanism to prevent the illegal 
nodes, and it is the premise of the security mechanism, 
confidentiality and integrity are of equal importance, thus we 
also need to establish data confidentiality and integrity 
mechanism. Besides distributed denial of service attack 
(DDoS) is a common attack method in the network and is 
particularly severe in the internet of thing, so to prevent the 
DDOS attack for the vulnerable node is another problem to be 
solved in this layer. 
 
c) Support Layer: Support layer needs a lot of the application 
security architecture such as cloud computing and secure 
multiparty computation, almost all of the strong encryption 
algorithm and encryption protocol, stronger system security 
technology and anti-virus. 
 
d) Application Layer: To solve the security problem of 
application layer, we need two aspects. One is the 
authentication and key agreement across the heterogeneous 
network, the other is user’s privacy protection. In addition, 
education and management are very important to information 
security, especially password management [4,10]. 
 
5. CHALLENGES 

 
IoT as a very active and new research field, a variety of 
questions need to be solved, at different layers of the 
architecture and from different aspects of information security, 
the following subsections analyse and summarize common 
challenges for security of IoT. 
 
A. Security Structure- In [10], the IoT will remain stable-
persisting as a whole over time, putting together the security 
mechanism of each logical layer cannot implement the 
defense-in-depth of system, so it is a challenge and important 
research area to construct security structure with the 
combination of control and information. 
 

B. Key Management- Because key management is the 
important basis of more security mechanism, it is always the 
hot research area. It is still the most difficult aspect of 
cryptographic security. Currently the researchers don’t find 
ideal solutions. Lightweight cryptographic algorithm or higher 
performance of sensor node is still not applied. So far the real 
large-scale sensor network is always seldom put into practice. 
The problems of network security will be paid more attention 
to and become key points and difficulties of research in this 
network environment[4, 9]. 

C. Security Law and Regulations- Currently security law and 
regulations is still not the main focus, and there is no 
technology standard about the IoT. The IoT is related to 
national security information, business secrets and personal 
privacy. Therefore, our country needs the legislative point of 
view to promote development of the IoT. Policies and 
regulations are urgently needed. In this aspect we have a long 
way to go [5]. 
 

6. CONCLUSION 

 
In the last few years, this emerging domain for the IoT has 
been attracting the significant interest, and will continue for the 
years to come. In spite of rapid evolution, we are still facing 
new difficulties and severe challenges. In this literature, we 
concisely reviewed security in the IoT, and analysed security 
characteristics and requirements from four layers including 
perceptual layer, network layer, support layer and application 
layer. Then, we discussed the research status in this field from 
encryption mechanism, communication security, protecting 
sensor data, and encryption algorithm. At last we summarize 
several challenges. All in all the development of the IoT will 
bring more serious security problems, which are always the 
focus and the primary task of the research. 
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